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1. Introduction

Congratulations on the selection of the PayLeap Payment Gateway, the most advanced solution in the
industry for processing credit cards, debit cards, EBT cards, gift cards, and electronic check $khevices.
PayLeap Payment Gateway provides you with a fast, easy, reliable way to prelsasedRransactions.

This guide prepares you with the detailed information that you will need to develop, configure, and test
you payment processing solution.

Within thisguide, you will find details for the following PayLeap APIs:

9 Transaction API
1 Merchant Services API

1 Reporting API

2. PaylLeadransaction API

The PayLeap Transaction API allows you to submit payment transactions to your processor over the
internet using PayLe&payment gateway. The PayLeap Transaction APl supports the following
transaction types:

1 Credit Cad

Check

Debit Card

PIN Debit/ATM Card
Pinless ATM Card
EBT

1 Gift Card

=A =4 =4 -4 4

Additionally, the PayLeap Transaction API card validation service allows you to verify card number,
length, and expiration date.

2.1. How to Access

The PayLeap Transaction APl supports the following types of traotsaetjuests:

1 REST
1 SOAP

Messages must be sent using LHRicoded, HTTP GET messages.
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2.1.1.URL
The testing URL is:

https://uat.payleap.com/TransactServices.svc

The production URL is:
https://securel.payleap.com/TransactServices.svc

2.1.2.WSDL
The WSDL file for testing is:

https://uat.payleap.com/TransactServices.svc?wsdl

The WSDL file for production is:

https://securel.payleap.com/TransactServices.svc?WSDL

2.1.3.Setting up Your API Login Credentials

In order to communicate with the API, your account must allowasPéss and you must maintain a
separate API login ID and transaction key.

To locate your API login and set up for your API transaction key, follow these steps:

1. Log into the Payap web interface using your user name and password.
Test URL
https://uat.payleap.com/
Production URL:
https://securel.payleap.com/
2. Click orPreferencesn the main menu (refer t&igurel).

HGUREL. QLICKPREFERENCES

Merchant User

Virtual Terminal

Find Transactions
Manage Customer
Billing

Batches

I

Preferences

Security

+

Tools
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2. Click orCreate Transaction Kep the expandedPreferencesmenu (refer toFigure2).

HGURR2. OLICKCREATHRANSACTIOKEY

Merchant User

Virtual Terminal +
Find Transactions +
Manage Customer +

I

Billing

Fraud

+

Risk Management
Custom Fields
Change Password

Device Setup

Edit Personal Info
Create Transaction Key <):|

Security

II

Tools

3. TheAPI Login ID and Transaction Keindow appears (refer téigure3). Use the API Login Id
value for the UserName parameter for API transaction requests.

HGURE3. APILOGINID ANDTRANSACTIOKE YWINDOW

API Login ID and Transaction Key

APl Login ID

Your APl Login ID and Transaction Key are unique pieces of information specifically associated with your payment
gateway account. However, the API login ID and Transaction Key are NOT used for logging into the Merchant Interface
These two values are only required when setting up an Internet connection between your e-commerce Web site and
the payment gateway. They are used by the payment gateway to authenticate that you are authorized to submit Web site
transactions.

IMPORTANT: The APl Login ID and Transaction Key should not be shared with anyone. Be sure to store these values
securely and change the Transaction Key regularly to further strengthen the security of your account.

API Login Id paymenti23_API
API Login Id Last Obtained 7/20/2011 2:31:07 PM

Transaction Key Last Obtained:  8/18/2011 5:33:43 PM

Create New Transaction Key

You may obtain a new Transaction Key as often as you wish by clicking on *Submit' button below. Your old Transaction
Key will be disabled immediately after creating the new Transaction Key.

4. Within the Create New Transaction Kegction, select th&ubmitbutton.
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5. A message including your newly created Transaction Key will be displayed (rEigurted).
Use the API Transaction Key valuetlfier Password parameter for API transaction requests.

HGUREL NEWTRANSACTIOKEYMESSAGE

Transaction Key

Your Transaction Key has been successfully created

Current Transaction Key KgBGmnBmKC*IQ3Cq

It is important to keep in mind that th&PI Login ID and API Transaction Key should not be sharec
anyone. Be sure to store these values securely.

You can generate a new API transaction key atiamg; however, pyu must update any application
using the previous API transaction key to use new key.

2.2. Test Data

You can request a test account on our testing server. To request this account, please send your
email request to our technical support staff. Please include the following information with your test
account request: company name, yawame, phone number, email address associated with the

test account, and which payment processor you would like to test. An email response will be sent
with valid test informationRefer toTablel for a complete list of test paramets by payment type.

TABLEL. TESTACCOUNPARAMETERS

Payment Type Test Parameters
Credit Card The test site accepts any valid, mod 10 credit card number. The test s
does not validate AVS or CVV data and return passing valuasyfalata
submitted
Check The test site accepts any valid account, routing, and MICR data
Debit Card The test site accepts any card number of at least 16 digits. The test si

does perform any encryption functions, so you can submit any value f
the Pinand KeySerialNum values

EBT The test site accepts any -II® digit card number. The test site does
perform any encryption functions, so you can submit any value for the
and KeySerialNum values

Gift Card The test site accepts any card number for gétd
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2.3. ProcessCreditCard

To send a credit card transaction, use an HTTP GET to one of the following URLSs.
The testing URL is:

https://uat.payleap.com/TransactServices.svc/ProcessCreditCard

The production URL is:

https://securel.payleap.com/TrasactServices.svc/ProcessCreditCard

The following section describe the parameters required for each type of credit card transaction.

2.3.1.Sale

Use the Sale value for the TransType parameter to perform a credit card sale transaction. A credit card
sale transaction authorizes a payment of a specified amount and agpthat transaction in the current
batch for settlement.

2.3.1.1. Request Parameters

Parameter Required Description
UserName Required | Merchant PayLeap API login ID
Password Required | Merchant PayLeap API transaction key
TransType Required | Sale
CardNum Required | The credit card number used for the transaction
ExpDate Required | The expiration date of thereditcard used for the transactior
in MMYY format
MagData Required for | For swiped transactions, the complete raw magnetic stripe

Swipe only | data from the card wapped in single quotes. For example:
MagData*6B4111111111111111"BO/JAMES
B~140410100000005930000007;
4111111111111111=14041010000059300(00~

PNRef Required | Field required; Value not required

Amount Required | The dollar amount of the transaction P’DDDDDDDDD.CC
format. The amount includes any tax or tip amounts specif
in ExtData

NameOnCard Optional The cardholde® name as printed on the card

InvNum Optional The invoice number used by the merchant to identify the
transaction

CVNum Optional The3-4 digit card verification number

Zip Optional The cardholde® billing ZIP code; used for AVS

Street Optional The cardholde® billing street address; used for AVS

ExtData Optional An XML string containing additional data for the transactio

SeeExtDatafor more information.
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Description

TipAmt Tip amount in DDDD.CC format
TaxAmt Tax amount in DDDD.CC format
TimeOut Indicates the length of time in seconds to wait for a response

from the host befordiming out

TrainingMode

Indicates whether to process the transaction in training mode;
valid values ard@ or F

Force

Indicates whether to force processing of duplicate transactiong
(some processors do not support this tag and will still reject
duplicatey; valid values ar& or F

CustomerlID

Customer identification numbethis value takes precedence ov
Invoice/BillTo/CustomerID

PONum

Purchase order number for the transaction; this value takes
precedence over Invoice/PONum

CVPresence

Indicates whethea CVV2 or CID has been sent along with the
request; valid values are:

None

NotSubmitted

Submitted

lllegible

NotPresent

Invoice

Contains invoice and billing information

BillTo

Contains cardholder billing information

Customerld

Customer identificatiomumber; this value is superded by the
top level CustomerlD

Name

Cardholde® billing name

Address

Contains cardholder address

Street

Cardholder billing street address

City

Cardholder billing city

State

Cardholder billing state

Zip

Cardholdeilling ZIP/postal code

Country

Cardholder billing country

Email

Cardholder billing email address

Phone

Cardholder billing phone number

Fax

Cardholder billing fax number

PONum

Purchase order number for theansaction; this value is
supergded by thetop level PONum
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2.3.1.3. Response Values

Response Value Description
AuthCode The authorization code for the transactiomreturned empty for transaction
failure
GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer td\VS Response Codes valid values)
GetCVResult Returns the card verification result if a value is submitted in the CVNUuin f

(seeCVV Response Codes valid values)
GetCommercialCar( Indicates if the card used is a commercial card; valid valueswa®r false

HostCode The host code returned by the host

Message The response messageturned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and returr

RespMSG Response message from PayLeap describing the transaction error

Result Result code from PayLeap; always 0 for successful transactions (refer to

PaylLeap Result Codfes the complete list of error result codes

2.3.1.4. Example

2.3.1.4.1. Sample Credit Card Sale Request
https://uat.payleap.com/transactserv ices.svc/ProcessCreditCard?
UserName=userl123 API&Password=Nn2jCtsOuxVICELE&TransType=Sale&C
ardNum=4111111111111111&ExpDate=1212&MagData=&NameOnCard=JohnDo
e&Amount=1&InvNum=&PNRef=&Zip=98375&Street=&CVNum=&ExtData=

2.3.1.4.2. Sample Credit Card Sale Response
<Response xmlns="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>22082011092400</AuthCode>
<GetAVSResult>N</GetAVSResult>
<GetCVResult>S</GetCVResult>
<GetCommercialCard>false</GetCommercialCard>
<HostCode>9526de 58- 407e - 42e2 - a564 - 761465e29df7</HostCode>
<Message>APPROVAL</Message>
<PNRef>12484</PNRef>
<RespMSG>Approved</RespMSG>
<Result>0</Result>
</Response>

Pagel9of 239



2.3.2.Adjustment

PayLeap’

- An Acculynk Solution -

Use the Adjustment value for the TransType parameter to perform a credit card tip adjustment
transaction. A credit card tip adjustment transactionrathorizes a payment in the current batch to
add a tip amount. An adjustment can only be completed folhgna successf@aletransaction.

2.3.2.1. Request Parameters
Parameter Required Description
UserName Required Merchant PayLeap API login ID
Password Required Merchant PayLeap API transaction key
TransType Required | Adjustment
CardNum Not used for this transaction type
ExpDate Not used for this transaction type
MagData Not used for this transaction type
PNRef Required | The PNRef number assigned by PayLeap for the transaci
and returned in the Sale response
Amount Required | Tipamountin DDDD.CC format
NameOnCard Optional The cardholde® name as printed on the card
InvNum Not used for this transaction type
CVNum Not used for this transaction type
Zip Not used for this transaction type
Street Not used for thigransaction type
ExtData Optional An XML string containing additional data for the transacti
SeeExtDatafor more information.
2.3.2.2. ExtData

XML Tag

Description

TimeOut

Indicates the length of time in seconds to wait faregponse from the
host before timing out

TrainingMode

Indicates whether to process the transaction in training mode; valid va
areTorF

Force Indicates whether to force processing of duplicate transactions (some
processors do not support this tag and will still reject duplicates); valid
values arel or F
2.3.2.3. Response Values

Response Value

Description

AuthCode The authorization code for thieansaction; returned empty for transaction
failure

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer td\VS Response Codes valid values)
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Response Value

Description

GetCVResult Returns thecard verification result if a value is submitted in the CVNum fi¢
(seeCVV Response Codes valid values)
GetCommercialCar( Indicates if the card used is a commercial card; valid valueswa®r false

HostCode The host code returned by the host

Message The response message returned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and returr

RespMSG Responsenessage from PayLeap describing the transaction error

Result Result code from PayLeap; always 0 for successful transactions (refer to

PaylLeap Result Codfes the complete list of error result codgs

2.3.2.4. Example

2.3.2.4.1. Sampt Credit Card Adjustment Request
https://uat.payleap.com/transactservices.svc/ProcessCreditCard?
UserName=userl123 API&Password=Ew3Kg6cVIMD9Ja@v&TransType=Adjust
ment&CardNum=&ExpDate=&MagData=&NameOnCard=&Amount=1&InvNum=&PN
Ref=13976&Zip=&Street=&CVNum=&ExtD ata=

2.3.2.4.2. Sample Credit Card Adjustment Response
<Response xmlns="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>06092011121918</AuthCode>
<GetAVSResult>N</GetAVSResult>
<GetCVResult>S</GetCVResult>
<GetCommercialCard>false</GetCommercialCard>
<HostCode>73166df1 - 1fd7 - 4db0- a196 - 0e414c8d5865</HostCode>
<Message>APPROVAL</Message>
<PNRef>13976</PNRef>
<RespMSG>Approved</RespMSG>
<Result>0</Result>
</Response>

2.3.3.Auth

Use the Auth value for the TrangEyparameter to perform a credit card authorization transaction. A
credit card authorization transaction authorizes a payment of a specified amount without capturing that
transaction in the current batch. To capture the transaction in the batch for latdement, use &orce
transaction.

2.3.3.1. Request Parameters

Parameter Required Description
UserName Required | Merchant PayLeap API login ID
Password Required | Merchant PayLeap API transaction key
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XML Tag

Parameter Required Description

TransType Required | Auth

CardNum Required | The credit card number used for the transaction

ExpDate Required | The expiration date of the debit card used for the transact
in MMYY format

MagData Required for | For swiped transactions, the complete raw magnetic stripe

Swipe only | data from tre card wrapped in single quotes. For example

MagData*#B4111111111111111"BO/JAMES
B~140410100000005930000007;
4111111111111111=14041010000059300a007?

PNRef Not used for this transaction type

Amount Required | The dollar amount of the transaction ®’DDDDDDDDD.CC
format. The amount includes any tax or tip amounts specii
in ExtData

NameOnCard Optional The cardholde® name as printed on the card

InvNum Optional The invoice number used by the merchant to identify the
transaction

CVNum Optional The3-4 digit card verification number

Zip Optional The cardholde® billing ZIP code; used for AVS

Street Optional The cardholde® billing street address; used for AVS

ExtData Optional An XML string containing additional data for the transactig
SeeExtDatafor more information.

2.3.3.2. ExtData

Description

TipAmt Tip amount in DDDD.CC format
TaxAmt Tax amount in DDDD.CC format
TimeOut Indicates the length of time in seconds to wait for a response

from the host befordiming out

TrainingMode

Indicates whether to process the transaction in training mode;
valid values ar@ or F

Force Indicates whether to force processing of duplicate transactiong
(some processors do not support this tag and will still reject
duplicates); valid values aifeor F

CustomerlD Customer identification number; this value takes precedence ¢
Invoice/BillToCustomerID

PONum Purchase order number for the transaction; this value takes

precedence over Invoice/PONum
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XML Tag Description
CVPresence Indicates whether a CVV2 or CID has been sent along with the
request; valid values are:
None
NotSubmitted
Submitted
lllegible
NotPresent
Invoice Contains invoice and billing information
BillTo Contains cardholder billing information
Customerld Customer identification number; this value is sugeded by the
top level CustomerID
Name Cardholde® billing name
Address Contains cardholdesddress
Street | Cardholder billing street address
City Cardholder billing city
State Cardholder billing state
Zip Cardholder billing ZIP/postal code
Country| Cardholder billing country
Email Cardholder billing email address
Phone Cardholder billingphone number
Fax Cardholder billing fax number
PONum Purchase order number for theansaction; this value is

supereded by the top level PONuUm
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2.3.3.3. Response Values

Response Value Description

AuthCode The authorization code for the transactiotf Amount in Request was nen
zero, absence of an AuthCode indicates transaction failure. If Amount in
Request was zero, presence or absence of an AuthCode is prodefisad
and should not be used as a reliable indicator of success or failure.

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer td\VS Response Codes valid values)
GetCVResult Returns the card verification result if a value is submittethenCVNum field

(seeCVV Response Codes valid values)
GetCommercialCar( Indicates if the card used is a commercial card; valid valuesus®r false

HostCode The host code returned by the host

Message The respase message returned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and returr

RespMSG Response message from PayLeap describing the transactian erro

Result Result code from PayLeap; always O for successful transactions (refer to

PaylLeap Result Codfes the complete list of error result codes

2.3.3.4. Example

2.3.3.4.1. Sample Credit Card Auth Request

https://uat.payleap.com/transactservices.svc/ProcessCreditCard?U
serName=user123_API&Password=Ew3Kg6cVOMD9Ja@v&TransType=Auth&Car
dNum=4111111111111111&ExpDate=1215&MagData=&NameOnCard=John%20Do
e&Amount=1.50&INvNum=&PNRef=&Zip=30309&Street=123%20Fake%20St&CV
Num=123&ExtData=

2.3.3.4.2. Sample Credit Card Auth Response

<Response xmins="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>06092011031507</AuthCode>
<GetAVSResult>N</GetAVSResult>
<GetCVResult>S</GetCVResult>
<GetCommercialCard>false</GetCommercialCard>
<HostCode>b65228fa - 2772 - 4bdc - 99fc - 5163dbec985e</HostCode>
<Message>APPROVAL</Message>

<PNRef>13980</PNRef>

<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>
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2.3.4. Return

Use the Return value for thEransType parameter to perform a credit card return transaction. A credit
card return transaction credits a specified amount to the cardholder and captures that transaction in the
current batch for settlementA Return can only be completed following asessfulSaletransaction.

2.3.4.1. Request Parameters

Parameter Required Description

UserName Required | Merchant PayLeap API login ID

Password Required | Merchant PayLeap API transaction key

TransType Required | Return

CardNum Optional Thecredit card number used for the transaction

ExpDate Optional The expiration date of the debit card used for the transact
in MMYY format

MagData Required for | For swiped transactions, the complete raw magnetic stripe

Swipe only | data from the card wrappein single quotes. For example:

MagData*#B4111111111111111"BO/JAMES
B~140410100000005930000007;
41111112121111111=14041010000059300aR0?

PNRef Required | The PNRef number assigned by PayLeap for the transact
and returned in the Sale response

Amount Required | The dollar amount of the refund in DDDDDDDDDD.CC fo
this value must be less than or equal to the original sale
transaction

NameOnCard Optional The cardholde® name as printed on the card

InvNum Optional The invoice number used by the meactt to identify the
transaction

CVNum Optional The 34 digit card verification number

Zip Optional The cardholde® billing ZIP code; used for AVS

Street Optional The cardholde® billing street address; used for AVS

ExtData Optional An XML string containing additional data for the transactig
SeeExtDatafor more information.
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Description

TimeOut

Indicates the length of time in seconds to wait for a response from the
host beforetiming out

TrainingMode

Indicates whether to process the transaction in training mode; valid va
areTorF

Force

Indicates whether to force processing of duplicate transactions (some
processors do not support this tag and will still reject duplicatealid
values areT or F

2.3.4.3. Response Values

Response Value

Description

AuthCode The authorization code for the transaction; returned empty for transactior
failure

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer td\VS Response Codes valid values)

GetCVResult Returns the card verification result if a value is submitted in the CVNuun fi
(seeCVV Response Codes valid values)

GetCommercialCarq Indicates if the card used is a commercial card; valid valueswe®r false

HostCode The host code returned by the host

Message The response messageturned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and returr

RespMSG Response message from PayLeap describing the transaction error

Result Result code from PayLeap; always 0 for successful transactions (refer to
PaylLeap Result Codfes the complete list of error result codes

2.3.4.4. Example

2.3.4.4.1. Sample Credit Card Return Request

https://uat.payleap.com/transactservices.svc/ProcessCreditCard?
UserName=userl123_API&Password=Ew3Kg6cVIMD9Ja@v&TransType=Return
&CardNum=4111111111111111&ExpDate=1215&MagData=&NameOnCard=&Amo
unt=4&INvNum=&PNRef=14000&Zip=&Street=&CVNum=&ExtData=
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2.3.4.4.2. Sample €&dit Card Return Response

<Response xmlns="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>06092011052302</AuthCode>
<GetAVSResult>N</GetAVSResult>
<GetCVResult>S</GetCVResult>

<GetCommercialCard>false</ GetCommercialCard>
<HostCode>43a81b03 - 1069 - 42e1l - 8d09 - c725e9b73a99</HostCode>
<Message>APPROVAL</Message>

<PNRef>14001</PNRef>

<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>

2.3.5. Void

Use the Void value for the TransType parameter to perforredit card void transaction. A credit card
void transaction removes a sale transaction from the existing batch so that the cardholder will not be
charged.To refund a customer for a transaction from a previous batch, Usetan transaction.

2.3.5.1. Request Parameters

Parameter Required Description

UserName Required Merchant PayLeap API login ID

Password Required Merchant PayLeap API transaction key

TransType Required | Void

PNRef Required | The PNRef number assigned by PaylLeap fotrémsaction
and returned in the Sale response

CardNum Not used for this transaction type

ExpDate Not used for this transaction type

MagData Not used for this transaction type

Amount Not used for this transaction type

NameOnCard Not used for thigransaction type

InvNum Not used for this transaction type

CVNum Not used for this transaction type

Zip Not used for this transaction type

Street Not used for this transaction type

ExtData Optional An XML string containing additional data for the transacti
SeeExtDatafor more information.

Page27 of 239



2.3.5.2. ExtData

XML Tag

PayLeap’

- An Acculynk Solution -

Description

TimeOut

Indicates the length of time in seconds to wait for a response from the
host before timingout

TrainingMode

Indicates whether to process the transaction in training mode; valid va
areTorF

Force

Indicates whether to force processing of duplicate transactions (some
processors do not support this tag and will still reject duplicates); valid
values areT or F

2.3.5.3. Response Values

Response Value

Description

AuthCode The authorization code for thieansaction; returned empty for transaction
failure

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer td\VS Response Codes valid values)

GetCVResult Returns thecard verification result if a value is submitted in the CVNum fig
(seeCVV Response Codes valid values)

GetCommercialCarq Indicates if the card used is a commercial card; valid valueswe®r false

HostCode The host code returned by the host

Message The response message returned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and returr

RespMSG Responsenessage from PayLeap describing the transaction error

Result Result code from PayLeap; always O for successful transactions (refer to
PaylLeap Result Codfes the complete list of error result codes

2.3.5.4. Example

2.3.5.4.1. Samp¢ Credit Card Void Request

https://uat.payleap.com/transactservices.svc/ProcessCreditCard?
UserName=userl123_API&Password=Ew3Kg6cVIMD9Ja@v&TransType=Return
&CardNum=4111111111111111&ExpDate=1215&MagData=&NameOnCard=&Amo
unt=4&INvNum=&PNRef=14000&Zip=&Street=&C  VNum=&ExtData=
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2.3.5.4.2. Sample Credit Card Void Response

<Response xmlns="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>06092011052302</AuthCode>
<GetAVSResult>N</GetAVSResult>
<GetCVResult>S</GetCVResult>
<GetCommercialCard>false</GetCommercialCard>
<HostCode>43a81b03 - 1069 - 42e1l - 8d09 - c725e9b73a99</HostCode>
<Message>APPROVAL</Message>

<PNRef>14001</PNRef>

<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>

2.3.6. Force

Use the Force value for the Traype parameter to perform a credit card force transaction. A credit
card force transaction captures a previolisth transaction in the current batch for settlement. A force
transaction can be enteredsing the PNRef numb&om a previousAuth transaction using th€®ayLeap
Transaction API arsing an AuthCodebtained directly from the processor.

2.3.6.1. Force Transactiodsing PNRef

To capture the original authorization transaction in the bath, send a force transaction using the PNRef
value returned in theéAuth transaction.

2.3.6.1.1. Request Parameters

Parameter Required Description

UserName Required | Merchant PayLeapPI login ID

Password Required | Merchant PayLeap API transaction key

TransType Required | Force

PNRef Required | The PNRef number assigned by PayLeap for the transact
and returned in the Sale response

CardNum Optional The credit card nmber used for thdransaction; ot
required when submitting a PNRef number

ExpDate Optional The expiration date of the credit card used foet

transaction in MMYY format;at requiredwhen submitting a
PNRef number
MagData Optional(for | For swiped transactionthe complete raw magnetic stripe

swiped) data from the card wrapped in single quotes. For example
MagData*6B4111111111111111"BO/JAMES
B~140410100000005930000007;
4111111121111111=140410100000593000D0Dt
required when submitting a PNRef number
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Parameter Required Description

Amount Required | The dollar amount of the transaction in DDDDDDDDDD.C
format; this value must be less than or equal to the origing
authorization

NameOnCard Optional The cardholde® name as printed on the card

InvNum Optional The invoice number used by tineerchant to identify the
transaction

CVNum Optional The 34 digit card verification number

Zip Optional The cardholde® billing ZIP/postal code; used for AVS

Street Optional The cardholde® billing state; used for AVS

ExtData Optional An XML string containing additional data for the transactic
SeeExtDatafor more information.

2.3.6.1.2. ExtData

XML Tag

[ g

Description

AuthCode The authorization code returned in the AuthCode field of the
original sale respons@ptional if PNRef is included in request)
TipAmt Tip amount in DDDD.CC format
TaxAmt Tax amount in DDDD.CC format
TimeOut Indicates the length of time in seconds to wait for a response
from the host before timing out
TrainingMode Indicates whether to process the transaction in training mode
valid values ard@ or F
Force Indicates whether to force processing of duplicate transactior
(some processors do not support this tag and will still reject
duplicates); valid values afeor F
CustomerID Customer identification number; this value takes precedence
over Invoice/BillTo/CustomerlD
PONum Purchase order number for the transaction; this value takes
precedence over Invoice/PONum
CVPresence Indicates whether a CVV2 or CID has bssmt along with the
request; valid values are:
None
NotSubmitted
Submitted
lllegible
NotPresent
Invoice Contains invoice and billing information
BillTo Contains cardholder billing information
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XML Tag Description
Customerld Customer identification number; this valuesisperseded by the
top level CustomerlD
Name Cardholdef billing name
Address Contains cardholder address
Street Cardholder billing street address
City Cardholder billing city
State Cardholder billing state
Zip Cardholder billing ZIP/postal code
Country | Cardholder billing country
Email Cardholder billing email address
Phone Cardholder billing phone number
Fax Cardholder billing fax number
PONum Purchase order number for the transaction; this value is
supersededy the top level PONum

2.3.6.1.3. Respons&/alues

Response Value

Description

AuthCode The authorization code for the transaction; returned empty for transactior|
failure

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer t?A\VS Response Codes valid values)

GetCVResult Returns the card verification result if a value is submitted in the CVNum fi

(seeCVV Response Codes valid values)

GetCommerci&ard

Indicates if the card used is a commercial card; valid valuesum®r false

HostCode The host code returned by the host

Message The response message returned by the host

PNRef The PayLeapssigned reference number identifying the transactiorttomn
PayLeap gateway; this number is used for adjustments, voids, and returr

RespMSG Response message from PayLeap describing the transaction error

Result Result code from PayLeap; always O for successful transactions (refer to

PaylLeap Result Codfes the complete list of error result codes
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2.3.6.1.4. Example

2.3.6.1.4.1. SAMPLE CREDIT CABRCE REQUEST
To capture the original authorization transaction in thedbatsend a force transaction using the PNRef
value returned in theAuth transaction.

https://uat.payleap.com/transactservices.svc/ProcessCreditCard?
UserName=userl123 API&Password=Ew3Kg6cVIMD9Ja@v&TransType=Force&
CardNum=&ExpDate=&MagData=&NameOnCard=&Amount=14&InvNum=&PNRef=
1414 6&Zip=&Street=&CVNum=&ExtData=

2.3.6.1.4.2. SAMPLE CREDIT CABRCGE RESPONSE
<Response xmlns="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>09092011102850</AuthCode>
<GetAVSResult>N</GetAVSResult>
<GetCVResult>S< /GetCVResult>
<GetCommercialCard>false</GetCommercialCard>
<HostCode>01b0a9f8 - 6298 - 4e73 - ba57 - 91a3a6cdc095</HostCode>
<Message>APPROVAL</Message>
<PNRef>14147</PNRef>
<RespMSG>Approved</RespMSG>
<Result>0</Result>
</Response>

2.3.6.2. Force Authorization Usj Processor AuthCode

To perform a force authorization, you must have an authorization code acquired from the processor
(such as by phone.) Use the authorization code in the <AuthCode> element of the ExtData field.

2.3.6.2.1. Request Parameters

Parameter Required Description

UserName Required | Merchant PayLeap API login ID

Password Required | Merchant PayLeap API transaction key

TransType Required | Force

PNRef Optional The PNRef number assigned by PayLeap for the transact
and returned in the Sale response

CardNum Required The credit card nmber used for the transaction;oh
required when submitting a PNRef number

ExpDate Required | The expiration date of the credit card used foet

transaction in MMYY format;at requiredwhen submitting a
PNRef number

MagData Required for | For swiped transactions, the complete raw magnetic stripe
Swiped data from the card wrapped in single quotes. For example
MagData*6B4111111111111111"BO/JAMES
B~140410100000005930000007;
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Parameter Required Description

41111111211111111=14041010000059300(D 0Dt
required when submitting a PNRef number

Amount Required | The dollar amount of the transaction in DDDDDDDDDD.C
format; this value must be less than or equal to the origing
authorization

NameOnCard Optional The cardholde® name as printed on the card

InvNum Optional The invoice number used by the merchant to identify the
transaction

CVNum Optional The 34 digit card verification number

Zip Optional The cardholde® billing ZIP/postal code; used for AVS

Street Optional The cardholde® billing statepsed for AVS

ExtData Required | An XML string containing additional data for the transagtiq

in this type of Force, an AuthCode is required in the ExtDg
SeeExtDatafor more information.

2.3.6.2.2. ExtData

XML Tag Description

AuthCode The authorization code returned in the AuthCode field of the
original sale response

TipAmt Tip amount in DDDD.CC format

TaxAmt Tax amount in DDDD.CC format

TimeOut Indicates the length of time in seconds to wait for a response
from the hostbefore timing out

TrainingMode Indicates whether to process the transaction in training mode
valid values ard& or F

Force Indicates whether to force processing of duplicate transactior

(some processors do not support this tag and will still reject
duplicates); valid values areor F
CustomerID Customer identification number; this value takes precedence
over Invoice/BillTo/CustomerlD
PONum Purchase order number for the transaction; this value takes
precedence over Invoice/PONum
CVPresence Indicateswhether a CVV2 or CID has been sent along with th
request; valid values are:

None

NotSubmitted

Submitted

lllegible

NotPresent
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Description

Contains invoice and billing information

BillTo

Contains cardholder billing information

Customerld Customeiidentificaton number; this value is supe&ded by the

top level CustomerlD

Name

Cardholdef billing name

Address Contains cardholder address

Street Cardholder billing street address

City Cardholder billing city

State Cardholder billing state

Zip Cardholder billing ZIP/postal code

Country | Cardholder billing country

Email

Cardholder billing email address

Phone

Cardholder billing phone number

Fax

Cardholder billing fax number

PONum

Purchase order number for the transaction; this value is
superseded by the top level PONum

2.3.6.2.3. Response Values

Response Value

Description

AuthCode The authorization code for the transaction; returned empty for transactior|
failure

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer t?A\VS Response Codes valid values)

GetCVResult Returns the card verification result if a value is submitted in the CVNuuin fi
(seeCVV Response Codes valid values)

GetCommercialCarq Indicates if the card used is a commercial card; valid valueswe®r false

HostCode The host code returned by the host

Message The response messageturned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and returr

RespMSG Response message from PayLeap describing the transaction error

Result Result code from PayLeap; always O for successful transactions (refer to
PaylLeap Result Codfes the complete list of error result codes
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2.3.6.2.4. Example

2.3.6.2.4.1. Sample Force Authorization Request
The following is an example afforce authorization request using <AuthCode>.

https://uat.payleap.com/transactservices.svc/ProcessCreditCard?Use

rName=userl123_ API&Password=Ew3Kg6cVIMD9Ja@v&TransType=Force&CardNu
m=4111111111111111&ExpDate=1215&MagData=&NameOnCard=James%20Bo&Amo
unt=2.99& InvNum=&PNRef=&Zip=&Street=&CVNum=&ExtData=%3CAuthCode%3E
08092011104039%3C%2FAuthCode%3E

2.3.6.2.4.2. Sample Force Authorization Response
<Response xmlns="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>08092011104039< /AuthCode>
<GetAVSResult>N</GetAVSResult>
<GetCVResult>S</GetCVResult>
<GetCommercialCard>false</GetCommercialCard>
<HostCode>8d05fd32 - belf - 48eb- 9ef0 - 5c1lbea8e7elb</HostCode>
<Message>APPROVAL</Message>
<PNRef>14072</PNRef>
<RespMSG>Approved</RespMSG>
<Result>0</Result>
</Response>

2.3.7. Capture

Use the Capture value for the TransType parameter to perform a credit card capture transaction. A
credit card capture transaction captures a previdugh transaction in the current batcfor settlement
using the transactio® PNRef number

2.3.7.1. Request Paraaters

Parameter Required Description

UserName Required | Merchant PayLeap API login ID

Password Required Merchant PayLeap API transaction key

TransType Required | Void

PNRef Required | ThePNRef number assigned by PayLeap for the transact
and returned in the Sale response

CardNum Optional The credit card number for the transaction

ExpDate Optional The expiration date of the credit card used for the
transaction in MMYY format.
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Parameter Required Description

MagData Optional For swiped transactions, the complete raw magnetic strip
(swipe only) | data from the card wrapped in single quotes. For exampl¢

MagData*6B4111111111111111*BO/JAMES
B/140410100000005930000007;
4111111111111111=14041010000059300a00?

Amount Requied The dollar amount of the transaction in DDDDDDDDDD.(

format. The amount includes any tax or tip amounts
specified in ExtData

NameOnCard Optional The cardholde® name as printed on the card

InvNum Optional The invoice number used by the merchanidentify the
transaction

CVNum Optional The 34 digit card verification number

Zip Optional The cardholde® hilling ZIP code; used for AVS

Street Optional The cardholde® billing street address; used for AVS

ExtData Required | An XML string containiradditional data for the transactign

see ExtDatafor more information.

2.3.7.2. ExtData

XML Tag

Description

AuthCode The authorization code returned in the AuthCode field of the
original sale response (optional if PNRef is includeequest)

TipAmt Tip amount in DDDD.CC format

TaxAmt Tax amount in DDDD.CC format

TimeOut Indicates the length of time in seconds to wait for a response

from the host before timing out

TrainingMode

Indicates whether to process the transaction in training mode;
valid values ar@ or F

Force Indicates whether to force processing of duplicate transactiong
(some processors do not support this tag and will still reject
duplicates); valid values afieor F

CustomerID Customer identification number; this value takes precedence ¢
Invoice/BillTo/CustomerID

PONum Purchase order number for the transaction; this value takes

precedence over Invoice/PONum
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XML Tag Description
CVPresence Indicates whether a CVV2 or CID has best along with the
request; valid values are:
None
NotSubmitted
Submitted
lllegible
NotPresent
Invoice Contains invoice and billing information
BillTo Contains cardholder billing information
Customerld Customer identification number; this valuesisperseded by the
top level CustomerID
Name Cardholde® billing name
Address Contains cardholder address

Street | Cardholder billing street address
City Cardholder billing city
State Cardholder billing state

Zip Cardholder billing ZIP/postal code
Country| Cardholder billing country
Email Cardholder billing email address
Phone Cardholder billing phone number
Fax Cardholder billing fax number
PONum Purchase order number for the transaction; this value is

superseded by the top level PONum

2.3.7.3. Respons&/alues

Response Value Description

AuthCode The authorization code for the transaction; returned empty for transactior
failure

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer t?AVS Response Codes valid values)

GetCVResult Returns the card verification result if a value is submitted in the CVNum fi

(seeCVV Response Codes valid values)
GetCommerci&ard | Indicates if the card used is a commercial card; valid valuesum®r false

HostCode The host code returned by the host

Message The response message returned by the host

PNRef The PayLeapssigned reference number identifying the transactiorttos
PayLeap gateway; this number is used for adjustments, voids, and returr

RespMSG Response message from PayLeap describing the transaction error
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Response Value Description

Result Result code from PayLeap; always 0 for successful transactions (refer to
PayLeap Result Codfes the complete list of error result codes

2.3.7.4. Example

2.3.7.4.1. Sample Credit Card Capture Request

https://uat.payleap.com/transactservices.svc/ProcessCreditCard?
UserName=shoap123 API&Password=Ew3Kg6cVIMD9Ja@v&TransType=Captu
re& CardNum=4111111111111111&ExpDate=&MagData=&NameOnCard=&Amoun
t=1.19&InvNum=&PNRef=15511&Zip=&Street=&CVNum=&ExtData=

2.3.7.4.2. Sample Credit Card Capture Response

<Response xmlns="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>30092011115925</AuthCode>
<GetAVSResult>N</GetAVSResult>
<GetCVResult>S</GetCVResult>
<GetCommercialCard>false</GetCommercialCard>
<HostCode>c8eef4cb -2d77-4a7a- 8665 - f1791a83fdle</HostCode>
<Message>APPROVAL</Message>

<PNRef>15512</PNRef>

<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>

2.4. ProcessCheck

To send a credit card transaction, use an HTTP GET to one of the following URLSs.
The testing URL is:

https://uat.payleap.com/TransactServices.svc/ProcessCheck

The production URL is:

https://securel.payleap.com/TrasactServices.svc/ ProcessCheck

The following sections descelihe parameters required for each type of check transaction.
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2.4.2. Sale

Use the Sale value for the TransType parameter to perform a check sale transaction. A check sale
transaction initiates an ACH payment of a specified amount from the cus@®tank accourto the
merchant.

2.4.2.1. Request Parameters

Parameter Required Description
UserName Required Merchant PayLeap API login ID
Password Required Merchant PayLeap API transaction key
TransType Required | Sale
CheckNum Required | The check number printed on the check
TransitNum Required | The routing number printed on the check
AccountNum Required | The account number printed on the check
Amount Required | The dollar amount of the transaction in DDDDDDDDDD.(
format
MICR Conditional | The raw MICR dataom the check in the following format:
based on | [TransitNum]T[AccountNum]O[CheckNum]
SecCode | Required only for the following SecCode values specified
ExtData: POP, BOC, ARC, C21
NameOnCheck Required | The custome® name as printed on the check
DL Optional The custome® drive® license number; usage varies by
check processor
SS Optional The custome® social security number; usage varies by
check processor
DOB Optional The custome® date of birth in MM/DD/YYYY format; usag
varies by check processor
StateCode Optional The custome® two-digit drivel@ license state or province
code; usage varies by check processor
CheckType Optional The type of bank account from which the check draws; vg
values are:
Personal
Corporate
Government
ExtData Required | An XML stringontaining additional data for the transactipr
see ExtDatafor more information.
NOTE: Parameters marked as optional or not used must be passed as empty parameters
are not submitting a value

Page39of 239



2.4.2.2. ExtData

XML Tag Required

PdylLeap’

- An Acculynk Solution -

Description

SecCode Required | Standard Entry Class (SEC) code describing the ty
check transaction; valid values are:
POP Point of purchase
BOC Back office conversion
ARC Account receivable entry
CCD Corporate credit or debit
PPD Prearranged paymergnd deposits
TEL Telephoneinitiated entry
WEB Webinitiated entry
C21 Check?21
Scanner Conditional | The check scanner used to scan the check; valid
based on | values are:
SecCode EXCELLA STX
MICR SCANNER (not allowed for SecCode
values BOC, ARC, or C21)
Required only for the following SecCode values: P
BOC, ARC, C21
Frontimage Conditional | Image data for the front of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when usingEEX@ STX Scanner
FrontimageSize Conditional | Image size for the front of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scg
Backlmage Conditional | Image data for the back of the check from the Exce
basedon | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scq
BacklmageSize Conditional | Image size for the back of the chdiobm the Excella
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scg
TimeOut Optional | Indicates the length of time in seconds to wait for g
response from the host before timing out
TrainingMode Optional | Indicates whether to process the transaction in

training mode; valid values afeor F

Paged0 of 239



PayLeap’

- An Acculynk Solution -

XML Tag Required Description
Force Optional | Indicates whether to force processing of duplicate
transactions (some processors do not support this
and will still reject duplicates); vdlvalues ard or F
CustomerlD Optional | Customer identification number
Email Optional | The custome® billing email address
InvNum Optional | The invoice number used by the merchant to ident
the transaction
AccountType Optional | Indicates the type obank account; valid values are:
Checking
Savings
CityOfAccount Optional | Custome® residential address city
BillToStreet Optional | Custome® billing street address
BillToCity Optional | Custome® billing city
BillToState Optional | Custome® billingstate
BillToPostalCode Optional | Custome® billing ZIP/Postal code
BillToCountry Optional | Custome® billing threedigit country code

2.4.2.3. Response Values

Response Value

Description

AuthCode The authorization code for the transaction; returned emptytfansaction
failure

ExtData Always False for this transaction type

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer tdA\VS Response Codes valid values)

HostCode The host code returned by the host

Message The response message returned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and return

RespMSG Response message from PayLeap describing the transaction error

Result Result code from PayLeap; always O for successful transactions (refer to
PaylLeap Result Codfes the complete list of error result codes)

Messagel Message describing the transaction error in event of failure
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2.4.2.4. Example

2.4.2.4.1. Sample Check Sale Request

https://uat.payleap.com/transactservices.svc/ProcessCheck?UserN

ame=userl23 API&Password=Ew3Kg6cVIMD9Ja@v&TransType=Sale&CheckN
um=1234&TransitNum=262084356&AccountNum=1234567890&Amount=1.00&
MICR=&NameOnCheck=John%20Doe&DL=&SS=&DOB=&StateCode=WA&CheckTyp
e=Personal&PNRef=&MagData=&ExtData=%3CSecCode%3EWEB%3C/SecCode%
3E

2.4.2.4.2. Sample Check Sale Response

<Response xmlns="http://www.payleap.com/paym ents"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>123ASD</AuthCode>

<ExtData>false</ExtData>

<GetAVSResult>S</GetAVSResult>

<HostCode>c63bac73 - f8b9 - 492a- a751 - 43fb8eealcf9</HostCode>
<Message>APPROVAL</Message>

<PNRef>14771</PNRef>

<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>

2.4.3. Auth

Use the Auth value for the TransType parameter to perform a check authorization transaction. A check
authorization transaction verifies that the specified amount is available fronctistome bank
account.

2.4.3.1. Request Parameters

Parameter Required Description
UserName Required | Merchant PayLeap API login ID
Password Required | Merchant PayLeap API transaction key
TransType Required | Auth
CheckNum Required | The check number printed on tleheck
TransitNum Required | The routing number printed on the check
AccountNum Required | The account number printed on the check
Amount Required | The dollar amount of the transaction in DDDDDDDDDD.(
format
MICR Conditional | The raw MICHata from the check in the following format:
based on | [TransitNum]T[AccountNum]O[CheckNum]
SecCode | Required only for the following SecCode values specified
ExtData: POP, BOC, ARC, C21
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Parameter Required Description
NameOnCheck Required | The custome® name as printed on the check
DL Optional Thecustome® drive® license number; usage varies by
check processor
SS Optional The custome® social security number; usage varies by
check processor
DOB Optional The custome® date of birth in MM/DD/YYYY format; usag
varies by check processor
State@de Optional The custome® two-digit drivei@ license state or province
code; usage varies by check processor
CheckType Optional The type of bank account from which the check draws; vé
values are:
Personal
Corporate
Government
ExtData Required | An XMLstring containing additional data for the transactjo
see ExtDatafor more information.
NOTE: Parameters marked as optional or not used must be passed as empty parameters
are not submitting a value

2.4.3.2. ExtData

XML Tag
SecCode

Required Description

Required | Standard Entry Class (SEC) code describing the ty

check transaction; valid values are:
POP Point of purchase
BOC Back office conversion
ARC Account receivable entry
CCD Corporate credit or debit
PPD Prearranged agyment and deposits
TEL Telephoneinitiated entry
WEB Webrinitiated entry
C21 Check21

Scanner

Conditional | The check scanner used to scan the check; valid
based on | values are:
SecCode EXCELLA STX

MICR SCANNER (not allowed for SecCode
values BOC, ARC,@21)
Required only for the following SecCode values: P
BOC, ARC, C21
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Description

Frontimage Conditional | Image data for the front of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when gdiXCELLA STX Scanng
FrontimageSize Conditional | Image size for the front of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scq
Backlmage Conditional | Image data for the back of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scg
BacklmageSize Conditional | Image size for the back of tleleck from the Excella
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scq
TimeOut Optional | Indicates the length of time in seconds to wait for g
response from the host before timing out
TrainingMode Optional | Indicates whether to process the transaction in
training mode; valid values aeor F
Force Optional | Indicates whether to force processing of duplicate
transactions (some processors do not support this
and will still reject duplicates); valid values drer F
CustomerlD Optional | Customer identification number
Email Optional | The custome® billing enail address
InvNum Optional | The invoice number used by the merchant to ident
the transaction
AccountType Optional | Indicates the type of bank account; valid values ar¢
Checking
Savings
CityOfAccount Optional | Custome® residential address city
BillToStreet Optional | Custome® billing street address
BillToCity Optional | Custome® billing city
BillToState Optional | Custome® billing state
BillToPostalCode Optional | Custome® billing ZIP/Postal code
BillToCountry Optional | Custome® billingthree-digit country code
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2.4.3.3. Response Values

Response Value Description

AuthCode The authorization code for the transaction; returned empty for transactior]
failure

ExtData Always False for this transaction type

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer teA\VS Response Codes valid values)

HostCode The host code returned by the host

Message The response message returned by ttuest

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and return

RespMSG Response message from PayLeap describing the transaction error

Result Result code fronPayLeap; always 0 for successful transactions (refer to
PaylLeap Result Codfes the complete list of error result codes)

Messagel Message describing the transaction error in event of failure

2.4.3.4. Example

2.4.3.4.1. Sample ChecRale Request

https://uat.payleap.com/transactservices.svc/ProcessCheck?UserN
ame=userl23_API&Password=Ew3Kg6cVIMD9Ja@v&TransType=Auth&CheckN
um=1&TransitNum=262084356&AccountNum=1234567890&Amount=1.23&MIC
R=&NameOnCheck=John%20Doe&DL=&SS=&DOB=&StateCode=&ChekType=&Ex
tData=%3CSecCode%3EWEB%3C%2FSecCode%3E%0D

2.4.3.4.2. Sample Check Sale Response

<Response xmins="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>123ASD</AuthCode>

<ExtData>false</ExtData>

<GetAVSResult>S< /GetAVSResult>

<HostCode>9fd57efe - eca8 - 4836 - ad25 - a145e615e623</HostCode>
<Message>APPROVAL</Message>

<PNRef>14911</PNRef>

<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>
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2.4.4. Return

Use the Return value for the TransType parameter to perform a check return transaction. A check return
transaction refunds a previousletransaction by initiating an ACH payment of a sfied amount from
the merchan®bank acount back to the customer.

2.4.4.1. Request Parameters

Parameter Required Description
UserName Required Merchant PayLeap API login ID
Password Required Merchant PayLeap API transaction key
TransType Required Return
CheckNum Required | The check number printed ahe check
TransitNum Required | The routing number printed on the check
AccountNum Required | The account number printed on the check
Amount Required | The dollar amount of the transaction in DDDDDDDDDD.(
format
MICR Conditional | The rawMICR data from the check in the following format
based on | [TransitNum]T[AccountNum]O[CheckNum]
SecCode | Required only for the following SecCode values specified
ExtData: POP, BOC, ARC, C21
NameOnCheck Required | The custome® name as printed on the check
DL Optional The customef drive® license number; usage varies by
check processor
SS Optional The custome® social security number; usage varies by
check processor
DOB Optional The custome® date of birth in MM/DD/YYYY format; usag
varies by check processor
StateCode Optional The custome® two-digit drivel@ license state or province
code; usage varies by check processor
CheckType Optional The type of bank account from which the check draws; vg
values are:
Personal
Corporate
Government
ExtData Required | An XML string containing additional data for the transacti
see ExtDatafor more information.
NOTE: Parameters marked as optional or not used must be passed as empty parameters
are not submitting a value
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Description

XML Tag Required

SecCode Required | Standard Entry Class (SEC) code describing the ty
check transaction; valid values are:
POP Point of purchase
BOC Back office conversion
ARC Account receivable entry
CCD Corporate credit or debit
PPD Prearranged payment and deposits
TEL Telephoneinitiated entry
WEB Webinitiated entry
C21 Check?21
Scanner Conditional | The check scanner used to scan the check; valid
based on | values are:
SecCode EXCELLA STX
MICR SCANNER (not allowed for SecCode
valuesBOC, ARC, or C21)
Required only for the following SecCode values: P
BOC, ARC, C21
Frontimage Conditional | Image data for the front of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, ¢®#OP when using EXCELLA STX Scan
FrontimageSize Conditional | Image size for the front of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scg
Backlmage Conditional | Image data for the back of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scq
BacklmageSize Conditional | Image size for thback of the check from the Excellg
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scg
PNRef Required | The PNRef number of the original sale transaction
being refunded
TimeOut Optional | Indicates tte length of time in seconds to wait for a

response from the host before timing out
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XML Tag Required Description
TrainingMode Optional | Indicates whether to process the transaction in
training mode; valid values afieor F
Force Optional | Indicates whether to force processing of duplicate
transactions (some processors do not support this
and will still reject duplicates); valid values drer F
CustomerID Optional | Customer identification number
Email Optional | The custome® billingemail address
InvNum Optional | The invoice number used by the merchant to ident
the transaction
AccountType Optional | Indicates the type of bank account; valid values ar¢
Checking
Savings
CityOfAccount Optional | Custome® residential address city
BillToStreet Optional | Custome® billing street address
BillToCity Optional | Custome® billing city
BillToState Optional | Custome® billing state
BillToPostalCode Optional | Custome® billing ZIP/Postal code
BillToCountry Optional | Custome® billingthree-digit country code

2.4.4.3. Response Values

Response Value Description

AuthCode The authorization code for the transaction; returned empty for transaction
failure

ExtData Always False for this transaction type

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer tdA\VS Response Codes valid values)

HostCode The host code returned by the host

Message The response message returned by tiuest

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and return

RespMSG Response message from PayLeap describing the transaction error

Result Result code fronPayLeap; always 0 for successful transactions (refer to
PaylLeap Result Codfes the complete list of error result codes)

Messagel Message describing the transaction error in event of failure
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2.4.4.4. Example

2.4.4.4.1. Sample ChedReturn Request

https://uat.payleap.com/transactservices.svc/ProcessCheck?UserN

ame=userl123 API&Password=Ew3Kg6cVOIMD9Ja@v&TransType=Return&Chec
KNum=234&TransitNum=262084356&AccountNum=1234567890&Amount=1.24
&MICR=&NameOnCheck=James%20B0o&DL=&SS=&DOB=&StateCode&CheckType
=&ExtData=%3CSecCode%3EWEB%3C%2FSecCode%3E%3CPNRef%3E15187%3C!'
FPNRef%3E%20

2.4.4.4.2. Sample ChedReturnResponse

<Response xmlns="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>123ASD</AuthCode>

<ExtData>false</ExtData>

<GetAVSResult>S</GetAVSResult>

<HostCode>b19a1574 - e341-4287-998b - 551ab181c682</HostCode>
<Message>APPROVAL</Message>

<PNRef>15188</PNRef>

<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>

2.4.5. Void

Use the Void value for the TransType parameter to perform a check void transaction. A check void
transaction cancels a previogaletransaction before the ACH payment takes place. You must perform a
check void transaction befottte original sales transaction is settled. Otherwise, you must perform a
checkreturn.

2.4.5.1. Request Parameters

Parameter Required Description
UserName Required | Merchant PayLeap API login ID
Password Required Merchant PaylLeap ARhAnsaction key
TransType Required | Void
CheckNum Not used for this transaction type
TransitNum Not used for this transaction type
AccountNum Not used for this transaction type
Amount Not used for this transaction type
MICR Conditional | The raw MICR data from the check in the following forma|
based on | [TransitNum]T[AccountNum]O[CheckNum]
SecCode | Required only for the following SecCode values specified
ExtData: POP, BOC, ARC, C21
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Parameter Required Description
NameOnCheck Not used for this transaction type
DL Not usedfor this transaction type
SS Not used for this transaction type
DOB Not used for this transaction type
StateCode Not used for this transaction type
CheckType Not used for this transaction type
ExtData Required | An XML string containing additiorddta for the transaction
see ExtDatafor more information.
NOTE: Parameters marked as optional or not used must be passed as empty parameters
are not submitting a value

2.4.5.2. ExtData

XML Tag Required Description
SecCode Required | Standard Entry Class (SEC) code describing the ty
check transaction; valid values are:
POP Point of purchase
BOC Back office conversion
ARC Account receivable entry
CCD Corporate credit or debit
PPD Prearranged payment and deposits
TEL Telephoneinitiated entry
WEB Webrinitiated entry
C21 Check?21
Scanner Conditional | The check scanner used to scan the check; valid
based on | values are:
SecCode EXCELLA STX
MICR SCANNER (not allowed for SecCode
values BOC, ARC, or C21)
Required only fortie following SecCode values: PO
BOC, ARC, C21
Frontimage Conditional | Image data for the front of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scg
FrontimageSize Conditional | Image size for the front of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scg
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XML Tag Required Description

Backlmage Conditional | Image @ta for the back of the check from the Exce
based on | scanner.

SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scg
BacklmageSize Conditional | Image size for the back of the check from the Exce
based on | scanner.

SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scq

PNRef Required | The PNRef number of the original sale transaction
being voided

TimeOut Optional | Indicates the length of time in seconds to wiait a
response from the host before timing out

TrainingMode Optional | Indicates whether to process the transaction in
training mode; valid values aeor F

Force Optional | Indicates whether to force processing of duplicate

transactions (some processors dot support this tag
and will still reject duplicates); valid values drer F

CustomerlD Optional | Customer identification number

Email Optional | The custome® billing email address

InvNum Optional | The invoice number used by the merchant to ident

the transaction

AccountType Optional | Indicates the type of bank account; valid values ar¢
Checking
Savings

CityOfAccount Optional | Custome® residential address city

BillToStreet Optional | Custome® billing street address

BillToCity Optional | Custome® billing city

BillToState Optional | Custome® billing state

BillToPostalCode Optional | Custome® billing ZIP/Postal code

BillToCountry Optional | Custome® billing threedigit country code

2.4.5.3. Response Values

Response Value Description

AuthCode Theauthorization code for the transaction; returned empty for transaction
failure

ExtData Always False for this transaction type

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer td\VS Response Codes valid values)
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Response Value Description

HostCode The host code returned by the host

Message The response message returned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap ateway; this number is used for adjustments, voids, and returns

RespMSG Response message from PayLeap describing the transaction error

Result Result code from PayLeap; always O for successful transactions (refer to
PaylLeap Result Codfes the complete list of error result codes)

Messagel Message describing the transaction error in event of failure

2.4.5.4. Example

2.4.5.4.1. Sample CheckoidRequest
https://uat.payleap.com/transactservices.svc/ProcessCheck?UserN

ame=userl23 API&Pass word=Ew3Kg6cVIMD9Ja@v&TransType=Void&CheckN
um=&TransitNum=&AccountNum=&Amount=&MICR=&NameOnCheck=&DL=&SS=&
DOB=&StateCode=&CheckType=&ExtData=%3CSecCode%3EWEB%3C%2FSecCod

€%3E%3CPNRef%3E15180%3C%2FPNRef%3E%20

2.4.5.4.2. Sample CheckoidResponse

<Response xmlns="http :/lwww.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>123ASD</AuthCode>

<ExtData>false</ExtData>

<GetAVSResult>S</GetAVSResult>

<HostCode>05f66d4f - 16f2 - 4bff - 845c - 83bc012ed8ch</HostCode>
<Message>APPROVAL</Message>

<PNRef>15180</PNRef>

<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>

2.4.6. Credit

Use the Credit value for the TransType parameter to perform a check credit transaction. A check credit

transaction initiates an ACH payout of a specified amourit €S Odza (i 2 YS N &
merchant.

2.4.6.1. Request Parameters

ok Yyl

Parameter Required Description
UserName Required Merchant PayLeap API login ID
Password Required | Merchant PayLeap API transaction key
TransType Required | Credit
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Parameter Required Description
CheckNum Required | Thecheck number printed on the check
TransitNum Required | The routing number printed on the check
AccountNum Required | The account number printed on the check
Amount Required | The dollar amount of the transaction in DDDDDDDDDD.(
format
NameOnCheck Required [¢ KS Odzad2YSNRa yIYS | & LINJ
DL Optional |¢ KS Odzad2YSNIDa RNAXAJSNDa f
check processor
SS Optional |[¢KS OdzaG2YSNIRDa a20Alf &aSOq
check processor
DOB Optional ¢ KS Odza (2 Y S NRMMDO/YYBY f@nfat; isdge
varies by check processor
StateCode Optional |[¢ KS Odza 0 RASINIa RNAZDISND & f A
code; usage varies by check processor
CheckType Optional The type of bank account from which the check draws; vé
values are:
Personal
Corporate
Government
ExtData Required | An XML string containing additional data for the transagti
see ExtDatafor more information.
NOTE: Parameters marked as optional or not used must be passeggsmgarameters if you
are not submitting a value

2.4.6.2. ExtData

XML Tag Required Description

SecCode Required | Standard Entry Class (SEC) code describing the ty
check transaction; valid values are:
CCD Corporate credit or debit
PPD Prearranged payment amkposits
TEL Telephoneinitiated entry
WEB Webinitiated entry

CustomerlD Optional | Customer identification number
Email Optional [¢ KS Odzaid2YSNRa oAffAy3
InvNum Optional | The invoice number used by the merchant to ident

the transaction
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XML Tag Required Description
AccountType Optional | Indicates the type of bank account; valid values arg¢
Checking
Savings
CityOfAccount Optional |/ dzZa G2 YSNR& NBAARSYGALI f
BillToStreet Optional |/ dzZAG2YSNIR&a oAftAy3d &l NE
BillToCity Optional |/ dzA 12 YSNRa oAttt Ay3a OAG3
BillToState Optional |/ dzZAG2YSNR&a oAftAy3d adl
BillToPostalCode Optional |/ dzA 12 YSNIRAa oOAff Ay 3 %Lt K
BillToCountry Optional |/ dza G 2 Y S NI a-digit kduritriopd® (1 K NX

2.4.6.3. Response Values

Response Value Description

AuthCode The authorization code fdhe transaction; returned empty for transaction
failure

HostCode The host code returned by the host

Message The response message returned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PaylLeap gateway; thisimber is used for adjustments, voids, and returns

RespMSG Response message from PayLeap describing the transaction error

Result Result code from PayLeap; always O for successful transactions (refer to
PaylLeafResult Codefor the complete list of error result codes)

Messagel Message describing the transaction error in event of failure
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2.4.6.4. Example

2.4.6.4.1. Sample Check Sale Request
https://uat.payleap.com/transactservices.svc/ProcessCheck?UserN
ame=userl23 API&Password=E w3Kg6cVIMD9Ja@v&TransType=credit &Chec
kKNum=1234&TransitNum=262084356&AccountNum=1234567890&Amount=1.0
0

2.4.6.4.2. Sample Check Sale Response
<Response xmlns="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>123ASD< /AuthCode>
<ExtData>false</ExtData>
<GetAVSResult>S</GetAVSResult>
<HostCode>c63bac73 - f8b9 - 492a- a751 - 43fb8eealcf9</HostCode>
<Message>APPROVAL</Message>
<PNRef>14771</PNRef>
<RespMSG>Approved</RespMSG>
<Result>0</Result>
</Response>

2.4.7. Force

Use the Force value for the TransType parameter to perform a check force transaction. A check force
transaction initiates an ACH payment for a previous claetk transaction, using the PNRef number
returned in the auth transaaiin.

2.4.7.1. Request Parameters

Parameter Required Description
UserName Required Merchant PayLeap API login ID
Password Required | Merchant PayLeap API transaction key
TransType Required Force
CheckNum Required | The check number printed on the check
TransitNum Required | The routing number printed on the check
AccountNum Required | The account number printed on the check
Amount Required | The dollar amount of the transaction in DDDDDDDDDD.(
format
MICR Conditional | The raw MICR data from the chdokthe following format:
based on | [TransitNum]T[AccountNum]O[CheckNum]
SecCode | Required only for the following SecCode values specified
ExtData: POP, BOC, ARC, C21
NameOnCheck Required | The custome® name as printed on the check
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Parameter Required Description
DL Optional The custome® drive@license number; usage varies by
check processor
SS Optional The custome® social security number; usage varies by
check processor
DOB Optional The custome® date of birth in MM/DD/YYYY format; usag
varies by check processor
StateCode Optional Thecustome® two-digit drivel@ license state or province
code; usage varies by check processor
CheckType Optional The type of bank account from which the check draws; vé
values are:
Personal
Corporate
Government
ExtData Required | An XML string containinadditional data for the transaction
see ExtDatafor more information.
NOTE: Parameters marked as optional or not used must be passed as empty parameters
are not submitting a value

2.4.7.2. ExtData

XML Tag
SecCode

Required Description

Required | Standard Entry Class (SEC) code describing the ty

check transaction; valid values are:
POP Point of purchase
BOC Back office conversion
ARC Account receivable entry
CCD Corporate credit or debit
PPD Prearranged paymergnd deposits
TEL Telephoneinitiated entry
WEB Webrinitiated entry
C21 Check21

Scanner

Conditional | The check scanner used to scan the check; valid
based on | values are:
SecCode EXCELLA STX

MICR SCANNER (not allowed for SecCodeg
values BOC, ARC, or C21)
Required only for the following SecCode values: P
BOC, ARC, C21
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Description

Frontimage Conditional | Image data for the front of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when usingEEX@ STX Scanner
FrontimageSize Conditional | Image size for the front of the check from the Exce
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scq
Backlmage Conditional | Image data for the back of the check from the Exce
basedon | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scg
BacklmageSize Conditional | Image size for the back of the chdiobm the Excella
based on | scanner.
SecCode | Required only for the following SecCode values: B
ARC, C21, or POP when using EXCELLA STX Scq
PNRef Required | The PNRef number of the original sale transaction
being voided
TimeOut Optional | Indicates the length of time iseconds to wait for a
response from the host before timing out
TrainingMode Optional | Indicates whether to process the transaction in
training mode; valid values aeor F
Force Optional | Indicates whether to force processing of duplicate
transactions (some processors do not support this
and will still reject duplicates); valid values drer F
CustomerlD Optional | Customer identification number
Email Optional | The custome® billing enail address
InvNum Optional | The invoice number used by the merchant to ident
the transaction
AccountType Optional | Indicates the type of bank account; valid values ar¢
Checking
Savings
CityOfAccount Optional | Custome® residential address city
BillToStreet Optional | Custome® billing street address
BillToCity Optional | Custome® billing city
BillToState Optional | Custome® billing state
BillToPostalCode Optional | Custome® billing ZIP/Postal code
BillToCountry Optional | Custome® billingthree-digit country code
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2.4.7.3. Response Values

Response Value Description

AuthCode The authorization code for the transaction; returned empty for transactior]
failure

ExtData Always False for this transaction type

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer teA\VS Response Codes valid values)

HostCode The host code returned by the host

Message The response message returned by ttuest

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and return

RespMSG Response message from PayLeap describing the transaction error

Result Result code fronPayLeap; always 0 for successful transactions (refer to
PaylLeap Result Codfes the complete list of error result codes)

Messagel Message describing the transaction error in event of failure

2.4.7.4. Example

2.4.7.4.1. Sample ChecloFce Request

https://uat.payleap.com/transactservices.svc/ProcessCheck?UserN
ame=userl23_API&Password=Ew3Kg6cVIMD9Ja@v&TransType=Force&Check
Num=234&TransitNum=262084356&AccountNum=1234567890&Amount=1.23&
MICR=&NameOnCheck=James%20Bo&DL=&SS=&DOB=&StateCode=&teckType=
&ExtData=%3CSecCode%3EWEB%3C%2FSecCode%3E%3CPNRef%3E15183%3C%
PNRef%3E%20

2.4.7.4.2. Sample Check Force Response

<Response xmins="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>123ASD</AuthCode>

<ExtData> false</ExtData>

<GetAVSResult>S</GetAVSResult>

<HostCode>c44ffe99 -fa3a - 4bd7 - bfe3 - 6b48da85091e</HostCode>
<Message>APPROVAL</Message>

<PNRef>15185</PNRef>

<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>

2.5. ProcessDebitCard
To send a debitard transaction, use an HTTP GET to one of the following URLS.

The testing URL is:
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https://uat.payleap.com/TransactServices.svc/ProcessDebitCard

The production URL is:

https://securel.payleap.com/TrasactServices.svc/ ProcessDebitCard

The following sections describe the parameters required for each type of debit card transaction.

2.5.2. Sale

Use the Salgalue for the TransType parameter to perform a debit card sale transactidebif\card
sale transactiorauthorizes a payment of a specified amount. The sale amount is deducted from the
cardholdef account upon authorization.
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2.5.2.1. Request Parameters

Parameer Required Description
UserName Required Merchant PayLeap API login ID
Password Required | Merchant PayLeap API transaction key
TransType Required | Sale
CardNum Required | The debit card number used for the transaction
ExpDate Required | The expiratiordate of the debit card used for the
transaction in MMYY format
MagData Required For swiped transactions, the complete raw magnetic strip

data from the card wrapped in single quotes. For examplg
MagData*#6B4111111111111111"BO/JAMES
B~140410100000005930000007;
4111111121112111=14041010000059300a007?

PNRef Required Field required; Value not required

Amount Required | The dollar amount of the transaction in DDDDDDDDDD.(
format. The amount includes any cash back or surcharge
amounts andany tax or tip amounts specified in ExtData

Pin Required | The encrypted PIN block returned by the PIN pad; the
transaction will fail if an unencrypted PIN value is used

SurchargeAmt Optional The amount that a merchant charges for processing a de
cardtransactionin DDDD.CC format

NameOnCard Optional The cardholde® name as printed on the card

InvNum Optional The invoice number used by the merchant to identify the
transaction

CashBackAmt Optional The amount that a cardholder requests for cash back
DDDD.CC format

RegisterNum Not used for sale transaction

ExtData Optional An XML string containing additional data for the transacti

SeeExtDatafor more information.
NOTE: Parameters marked as optional or not usedt be passed as empty parameters if yol
are not submitting a value

2.5.2.2. ExtData

XML Tag Required Description
TipAmt Optional | Tip amount in DDDD.CC format
TaxAmt Optional | Tax amount in DDDD.CC format
TimeOut Optional | Indicates the length of time iseconds to wait for a
response from the host before timing out
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XML Tag Required Description
TrainingMode Optional | Indicates whether to process the transaction in
training mode; valid values afieor F
KeySerialNumber Required | The key serial number from the PIN pad used for
DUKPT PIBincryption
CustomerlD Optional | Customer identification number
PONum Optional | Purchase order number for the transaction

2.5.2.3. Response Values

Response Value Description
AuthCode The authorization code for the transaction; returned empty for transactior]
failure
ExtData A string containing additional infomation about the transaction;hie data in

the ExtDatdield is returned in the following format:
CardType=[type],KeySerialNumber=[key serial number]

GetAVSResult Returns the address verification result code if the merchant is configured
AVS (refer teA\VS Response Codes valid values)

GetCommercialCar{ Indicates if the card used is a commercial card; valid valuesua®r false

HostCode The host code returned by the host

Message The response message returned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids, and seturn

RespMSG Response message from PayLeap describing the transaction error

Result Result code from PayLeap; always O for successful transactions (refer to

PaylLeap Result Codfes the complete list of error result cles)

2.5.2.4. Example

2.5.2.4.1. SampleDebit Card SalRequest

https://uat.payleap.com/transactservices.svc/ProcessDebitCard?Use
rName=userl123_ API&Password=Ew3Kg6cVOMD9Ja@v&TransType=Sale&CardNu
m=4111111111111111&ExpDate=1215&MagData=4055011111111111=05121015
432112345678& NameOnCard=&Amount=18.1&InvNum=&PNRef=&Pin=1234&Sure
ChargeAmt=&CashBackAmt=&RegisterNum=&ExtData=%3CKeySerialNumber%3
E4A003102930003BB%3C%2FKeySerialNumber%3E
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2.5.2.4.2. SampleDebit CardSale Response
<Response xmlns="http://www.payleap.com/payments"

xmins:i="ht

tp://www.w3.0rg/2001/XMLSchema - instance">

<AuthCode>09092011051951</AuthCode>
<ExtData>CardType=Debit,KeySerialNumber=4A003102930003BB</ExtData>
<GetAVSResult>S</GetAVSResult>
<GetCommercialCard>false</GetCommercialCard>

<HostCode> 316736b8 - €116 - 4c7c - b41d - 2ef0130d434b</HostCode>
<Message>APPROVAL</Message>

<PNRef>14172</PNRef>
<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>

2.5.3. Return

Use the Return value for the TransType parameter to perform a debit card return ttammsak debit
card return transaction refunds a specified amount from a previglstransaction to the cardhold&

account.

2.5.3.1. Request Parameters

Parameter

Required

Description

UserName Required Merchant PayLeap API login ID

Password Required Merchant PayLeap API transaction key

TransType Required Return

CardNum Optional The debit card number used for the transaction

ExpDate Optional The expiration date of the debit card used for the
transaction in MMYY format

MagData Optional For swiped transactions, the complete raw magnetic strip
data from the card wrapped in single quotes. For examplé
MagData#B4111111111111111"BO/JAMES
B~140410100000005930000007;
4111111111111111=14041010000059300a007

PNRef Required | The PNReafumber of the original sale transaction being
refunded

Amount Required | The dollar amount of the transaot in DDDDDDDDDD.CC
format; this value must be less than or equal to the amou
of the original sale transaction

Pin Optional The encrypte PIN blocketurned by the PIN pad; the
transaction will fail if an unencrypted PIN value is used

SurchargeAmt Optional The amount that a merchant charges for processing a de
card transactionn DDDD.CC format
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Parameter Required Description
NameOnCard Optional The cardholde® name as printé on the card
InvNum Optional The invoice number used by the merchant to identify the
transaction
CashBackAmt Optional The amount that a cardholder requests for cash back in

DDDD.CC format

RegisterNum

Not used for sale transaction

ExtData

Optional An XML string containing additional data for the transacti
SeeExtDatafor more information.

NOTE: Parameters marked as optional or not used must be passed as empty parameters
are not submitting a value

2.5.3.2. ExtData

XML Tag

L

TimeOut

Required Description

Optional | Indicates the length of time in seconds to wait for g
response from the host before timing out

TrainingMode

Optional | Indicates whether to process the transaction in
training mode; valid values afieor F

KeySerialNumber

Required | The key serial number from the PIN pad used for
DUKPT PIN encryption

2.5.3.3. Response Values

Response Value

Description

AuthCode The authorization code for the transaction; returned empty for transaction
failure

ExtData A stringcontaining additional infanation about the transactionhie data in
the ExtDatdield is returned in the following format:
CardType=[type],KeySerialNumber=[key serial number]

GetAVSResult Returns the address verification result code if the merchant is configured

AVS (refer tdA\VS Response Codes valid values)

GetCommercialCarq

Indicates if the card used is a commercial card; valid valuesu®r false

HostCode The host code returned by the host

Message The response message returned by the host

PNRef The PayLeapssigned reference number identifying the transaction on the
PayLeap gateway; this number is used for adjustments, voids.etumohs

RespMSG Response message from PayLeap describing the transaction error

Result Result code from PayLeap; always 0 for successful transactions (refer to

PaylLeap Result Codfes the complete list of error radt codes)
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2.5.3.4. Example

2.5.3.4.1. Sample Debit CafdeturnRequest

https://uat.payleap.com/transactservices.svc/ProcessDebitCard?Use
rName=userl23 API&Password=Ew3Kg6cVIMD9Ja@v&TransType=Return&Card
Num=1111&ExpDate=1215&MagData=4111111111111111=051210154321123456
78&Name@Card=&Amount=8.99&InvNum=&PNRef=15189&Pin=1234&SureCharg
eAmt=&CashBackAmt=&RegisterNum=&ExtData=%3CKeySerialNumber%3E4A00
3102930003BB%3C%2FKeySerialNumber%3E

2.5.3.4.2. Sample Debit CaiReturnResponse

<Response xmlns="http://www.payleap.com/payments"
xmins:i="http://www.w3.0rg/2001/XMLSchema - instance">
<AuthCode>27092011044125</AuthCode>
<ExtData>CardType=Debit,KeySerialNumber=4A003102930003BB</ExtData>
<GetAVSResult>S</GetAVSResult>

<GetCommercialCa rd>false</GetCommercialCard>
<HostCode>bfeddd49 - 1d02- 4921 - 91c5 - 075771720f2c</HostCode>
<Message>APPROVAL</Message>

<PNRef>15190</PNRef>

<RespMSG>Approved</RespMSG>

<Result>0</Result>

</Response>

2.6. ProcessDebitOrCreditCard

In order to useéProcessDebitOrCreditCard to accept internet PIN Debit (IPD) transactions, initial
integration with the Acculynk PaySec@application is required.

2.6.2. Internet PIN Debit Overview

Thelnternet PIN DebifIPD)transaction experience is vesymilar to what shoperscurrently encounter

at the retail point of alewhen using debit cards. Merchant terminals prompt debit card shoppers to
enter their PIN in the retail point of sale scenario in order to take advantage of the added security and
cost benefits of a PHMerified transaction. Likewise,lven ashopperchooses to usa qualifying debit

card at a participating mercha@tonline payment pag®aySecwe® patented, graphicdINPad steers
the shopper to enter #IN As an additional measure of security, thélPlad is scrambled after each
number of the PIN is entered.

To help merchants take full advantage of the benefits of PIN verificd@ayl.eaprovides a standard
API call that determines internet PIN eligibility of a card. This call should be made for all card ty
get the maximum benefit.
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2.6.2.1. Single vs. Dual Message Payment Processing
Credit card transactions require messages for both authéri A 2y ' yR aSiédf SYSyid o0daRc
complete the chargeAlternatively, PIN Debit transactions are single message transactions: upon

authorization, the shoppé& bank account is debited for the amount of the transaction. Therefore, PIN
debitresultsh y ¢ KI G Aa (y26y |4 a322R FdzyRaé¢ GNIyal OlAzy

Another distinction between IPD and credit card transactions is that pinned transactions are processed
through Acculynk and the EFT Networks, instead of a credit card acquirer.

2.6.2.2. Qualifying for Internet PIN D

There are two scenarios in which PaySecure® PIN debit technology may be applied:

1 / 2y@SNEA2Y 2F GaaAdyl Gdz2NBE RSoAGe GNryal OdAazya
1 PIN only or ATM debit card transactions

Signhature debit cards always carry the VisMasterCard brand (indicating which network processes

their transactions) and may be used online with or without a PIN. PIN only or ATM debit cards do not
include a Visa or MasterCard logo, and must always be used in conjunction with a PIN. Acculyr&k require
that the merchant support both forms of debit processing in order to integrate PaySecure® into their
checkout process.

2.6.3. IPDCheckout Implementation

In addition to supporting the proper API calls and handling the responses appropriately (rEfectss
Debit or Credit PayLeap REST),AFk equally critical for the PaySecure® process to blend seamlessly
into the existing online checkout experience, since successfully steepgets to enter their PIN
results in the following benefits:

U Lower Transaction Fees
U A more secure authentication of the Shopper
U Fewer chargebacks

We strongly recommend implementing the best practices discussed in this section, designed to
encourage shoppsrto enter their PIN as frequently as possible.
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In order to successfully steer shoppers to authenticate their transactions with alPtkedit and debit

cardsshould be checked for internet PIN eligibility. Shers may not differentiate between a debit card
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and a credit card as a result of network branding. By checking the IPD eligibility of all cards (regardless of
the payment type selected by the shopper), merchants enable a new payment method (PIN Only ATM
Cads) and have the potential to convert traditional sighature debit transactions into pinned PaySecure®
transactions, thereby taking advantage of lower transaction fees, increased security, and fewer

chargebacks.

To check eligibility, the merchant pagelwiake a ProcessDebitOrCreditCazad) call forall credit and
debit cards to determine whether the transaction may be completed with a PIN.

Basic transaction flows are detailed witttimnature Debit Card Conversiand Accepting PIN Only ATM

Cards

2.6.3.2. Payment Selection Screen Best Practices

hy GKS

LI

dYSyli

48t SO0GAzy

aONBSy=:

S adzZa3asai

LINE O A

traditional payment options (Credit Card, Check, Gift Card, etc.). This option can be displayed in a variety
of ways (radio button, drop down menu, etc.), depending upon your current pay page design.

SeeFigureb for examples of integrating the PIN Only Debit Card option into the Payment Selection

screen.

RADIOBUTTON

HGURE. PAYMENTSELECTIOSCREEXDPTIONS

Step 4: Choose a Method of Payment

© Credit Card or Debit Card

PIN Only ATM Card
Check
Money Order

Card Number
Expiration Date [/
CW2Code: g

=

=

Step 4: Choose a Method of Payment

Credit Card or Debit Card

© PIN Only ATM Card
Check
Money Order

Submit Order
Card Number.
Expiration Date: j
g =S .’ Jeanie
SHAZAM
Submit Order

RabioBUTTONMD ROPDOWNMENUCOMBINATION

Choose A Payment Method

/& accept American Express,

Wallet

methed or if you would rather place

877-743-2269

@® credit or Debit Card
O paypal

O Google Wallet
Ocheck

C money Order
Ogift Card

[Jcall me for my card number

Card Type:

Card Number:

Expiration Date:

asterCard, Visa, PayPal, and Google
e

xpress

wwwwwww

security Code: PlNO nly ATM/Debit

Regardless of which option the shopper selects, it is crucial to check the Internet PIN eligibility for all

card numbers.
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Before calling the PIN Pad, the card number must be masked. Réfgui@6 for options for masking

the card number while the PIN Pad is displayed.

HGURE. CARDMASKINGOPTIONS

Card Number*

% ok ok ok ok ok ok ok ok ok ok ok ok kock ok

OR

Card Number*

2.6.3.4. Customizing the PIN Pad
2.6.3.4.1. Merchant Branding

The following elements of the billboard are customizable:

9 Background Color
1 Merchant Logo
1 Merchant Text (optional)

Figure? illustrates which billboard components may be branded.

HGURE/. MERCHANBRANDINGOPTIONS

Background

Merchant Logo
Image

Merchant Text
with Style sheet

H &’ Make your purchase more secure. Enter
Q;"”W '—/j—%’}@éa’ﬂﬁ your PIN using the PaySecure PIN pad below.

500px
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Table2 details the specifications of components that may be branded on the PIN Pad.

TABLE2. PINHEADERATTRIBUTEPECIFICATIONS

Attribute Specifications

Background Color | 500 x 60 pixel size; rounded corners are recommended where the edgeq
transparent (.gif image)

Merchant Logo 250 x 60 pixel size; located in the gt corner of the PINPad

Merchant Text Text should be used to introduce and explain the PINPad process. Refe
Figure? for default text.

2.6.3.4.2. PIN Pad Cancel Language

The PIN Pad Cancel language may be obhett by the LanguageCode xml tag in the ExtData string sent
with the ProcessDebitOrCredidle call.

¢KS RSTlrdzE G fFy3da 3ST Ay@21SR 068 d9bX£a9bmIé 2N Y
PRESS [CANCEL] TO PROCESS AS CREDIT

Todisplaythé €t G SNy S /I yOSt fFy3da 3IS 2y GKS tLb tIFIRX &
tag. The alternate Cancel language is as follows:

PRESS [CANCEL] TO SELECT A DIFFERENT PAYMENT TYPE
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2.6.4. Signature Debit Card Conversion

In addition to PIN Only cards, Pag8re® has the ability to process signature (Visa or MasterCard
branded) debit card payments with PIN authentication. When converting signature debit transactions
into PaySecurefiinned transactions, merchant benefits include lower transaction fees andrfew
chargebacks.

A typical pinned Signature Debit Card transaction scenario is described below.

1. Shopper adds selected items to the shopping cart and proceeds to the merchant checkout page.

2. Shopper is presented with payment options.

3. Shopper selects the traditional signature debit payment option, enters card details, and clicks
Submit (refer taFigures8).

HGUREB. HOPPERELECTBAYMENTMETHOD

Choose A Payment Method

We accept American Express, Discover. , Visa, PayPal, and Goegle
Wallet, Persanal checks require 2 7 day u need fo pay by an affemative
you would rather place your order over the phone please call us al 877-

[ call me for my card number

I have read and agree with ShoppersChoice.com’s

4. Regardless of the card type selected by the shopper, the merchant page makes a
ProcessDebitOrCredisdle call and PaySecure® determines if card is eligible for IPD processing.
9 Ifthe card is not eligible for pinned PaySecure® processing, the merchant should
complete the transaction as a signature debit payment.
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5. If the card is eligible for PaySecure® processing, the PIN Pad is presented, and the shopper
enters the PIN numbersaociated with the card by using their mouse to select the numbers, one
at a time. The PIN Pad will scramble after each selection (refégtoe9).

HGURB. PINPAD ISPRESENTED

= Choose A Payment Method

For your convenience. we accept American Express, o
Discover, MasterCard, Visa, PayPal, Google Wallet. and ‘a
ATM PIN Only Debit [

ABC
MERCHANT o secure, Enter
. your Pill using the PaySecure PIN pad below.

$19.90

o SR LU

6. The shopper submits the PIN and the merchant receives a JavaScript message that includes the
result of the PIN capture (refer fBable4).

7. The merchant page makes a ProcessDebitOrCredit€alketOmpletg call. PaySecure®
authorizes the transaction with the card issuer and notifies the merchant of the result code and
message.

8. If the transactionris successful, the merchant should inform shopper that the order is complete
(refer to FigurelOfor a sample) and display a receipt page.

HGURELO. ORDERCOMPLETIMESSAGE

Your Order N21816185C is Complete

Please pant this receipt for your records. A text copy will be emailed 1o you upon receipt of payment

1 If the shopper has submitted an Invalid PIN, the merchant notifies the shopper
of PIN failure (refer té-igurellfor sample verbiage). The original PIN Pad has
been closed and cannot be reused. We recommend that the merchant change
GKS aG{dzoYA (¢ oSHUISAY tiL2o ENKKI R wSWINE ¢ k G ¢ N
shopper resubmits the payment, a second ProcessDebitOrCgedii} will be
made and a new PIN Pad will be displayed. If the second PIN submission is
invalid, the shopper should be directed back to the payment page and directed
to choose another payment method (refer Fagurel2 for sample verbiage). A
third PIN entry attempt will be blocked by PaySecure®.
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HGURELL. HRSTINVALIDPINMESSAGE

i= Order Summary

Choose A Payment Method pn o ota

Buthy 40 Banhs Seep Mash - Lacy Lat L LFE L)
We were unable to validate the PIN number you entered ’I ﬁ
for card ending in 4444. Please try again O 2853484

Setsrital s

(® Credit or Debit Card [ Call me for my card number
Flat Rate Shggerg "
O payPal —— Eot
= visa | QS0 i) oo & 101
O Google Wallet — - OTAL $19.90
O check

O Money Order

O Gift card

Card Type: PIN Only ATM/Debit 1%

Card Number: ~ *rrEETEEEEEE 4444

Expiration Date: | 12 V| /| 2016 [V]
2]

Security Code: | 222

I have read and agree with ShoppersChoice.com’s

<]

Re-enter PIN

Best Practice

For second PIN entafter an invalid PIN attempt, we recommend that the merchant change
0KS a{dzoYAlé¢ odzitzy G2 2yS 2F GKS o0St29¢

9 Reenter PIN
9 Retry
1 Try Again

AGUREL2. SECONDNVALIDPINATTEMPTMESSAGE

i= Order Summary

Choose A Payment Method P ey oA

Buchy 40 Bamis Sieep Mash . Lacy Laat s
The maximum number of Invalid PIN attempts has been /
reached for card ending in 4444. Please select another w : 2063404
payment method

Sttt "

@ Credit or Debit Card [ Call me for my card number
~ Flat Rate Shpgeng 34 94
) PayPal

O Google Wallet

TOTAL $19.90

O check

O Money Order
D Gift Card

Card Number: = *¥¥¥xwwsssss 4444

Expiration Date: | 12 V| 7 2016 [V
o

Security Code: | 222

I have read and agree with ShoppersChoice.com's .=

Submit My Order
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1 If the shopper has submitted anvialid PAN (card number), expiration date,
and/or security code, the merchant should notify the shopper (refefigurel3
for sample verbiage). The original PIN Rad been closed and cannot be
reused. Once the shopper updates and resubmits the payment, the merchant
will make a second ProcessDebitOrCrestild) call and a new PIN Pad will be
displayed.

HGUREL3. PANFAILURENOTIFICATION

= Order Summary

Choose A Payment Method - o | vows

We were unable to validate your debit card ending in 4444 -
Please review to make sure the card number, security @
code, expiration date, and PIN are correct, and try again

2

& o s

(VRN

® Credit or Debit Card L] Call me for my card number
Flat Bate Shgpeng

) PayPal e [ o
o s m TOTAL $19.90

Google Wallet

Check

©

O Money Order

v ensure you ation is
Card Type: [PIN ¢ 'E—Twmbn M |

Card Number: TRIRRRRYRNER444

Gift Card

Expiration Date: 1/

Security Code:

1 have read and agree with ShoppersChoice.com’s

2.6.5. Accepting PIN Only ATM Cards

PIN Only ATM Cardementsdiffer from traditional credit and signature debit cards; merchants
should plan to accommodate for the following features during PIN only ATM Card implementatic

1 PIN onlyATM cards numbers are 43 digits

9 PIN only cards do not have CVV numbers, so a CVV request should be made optional

I Some PIN only cards have expiration dates in the distant future (e.g. 01/2049); a text ba
recommended to capture the expiration year

Atypical PIN Only ATM Card transaction scenario is described below.

2. Shopper adds selected items to the shopping cart and proceeds to the merchant checkout page.
3. Shopper is presented with payment options, including PIN Only ATM Card.
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4. Shopper selects PIN QrATM Card option, enters card details, and clicks Submit (refégtoe
14).

HGUREL4. SHOPPERELECTBINONLYATMCARD

Choose A Payment Method

We accept American Express, Discover, MaslerCard, Visa, PayPal, and Google
Wallet. Personal checks require a 7 day hold. If you need to pay by an altenative
method or if you would rather place your order over the phone please call us at 877-
743-2269.

@) Credit or Debit Card [ Call me for my card number

O PayPal — 13
= @ @ == BB
O Google Wallet = 2=
O Check Security is @ top priority. Every transaction you make wil be safe.
We use SS5L encryption technology to ensure your information is
O Money Order transmitied securely.
O it card

Card Type: PIN Only ATM/Debit |19

Card Number: 5555444433332222

MR

22 7]

Expiration Date:

Security Code:

1 have read and agree with ShoppersChoice.com’s .|

a. Merchant page makes a ProcessDebitOrCredile) call and PaySecure® determines if
card is eligible for IPD processing.
1 If the card is not eligible for PaySecure® processing, the merchant notifies the
shopper, who should be given the opportunity to select another payment type
(refer to Figurel5for example verbiage).

HGURELS. PINONLYATM DEBITCARDNOTELIGIBLEMESSAGE

= Order Summary

Choose A Payment Method — ey vora

Your debit card issuer does not participate in Internet PIN (’-. :.\‘

Debit. Please select another method of payment

[rees s
® Credit or Debit Card ] Call me for my card number
Flat Rote Shppeng "

) PayPal —

= visa 8 R TOTAL

T ke = S8 $19.90
O Check very & be sate

O Money Order o

D Gift Card

Card Type: [PIN Only ATM/Debit v
Card Number:
Expiration Date: 12 v|l 2016 |v|

Security Code: 222

I have read and agree with ShoppersChoice.com’s

Submit My Order
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b. If the card is eligible for PaySecure® processing, the PIN Pad is presented, and the
shopper enters the PIN number associated with the card by using their mouse to select
the numbers, one at a time. The PIN Pad wilhmble after each selection (refer to
Figurel6).

HGUREL6. PINPAD ISPRESENTED

c. The shopper submits the PIN and the merchant receives a JavaScript message that
includes the result of the PIN capture (referftable4).

d. The merchant page makes eoBessDebitOrCreditCarddlecompletg call. PaySecure®
authorizes the transaction with the card issuer and notifies the merchant of the result
code and message

1 If the transaction is successful, the merchant should infehmpper that the
order is complete (refer té&igurel7 for a sample) and display a receipt page.

HGUREL7. ORDEFCOMPLETIMESSAGE

Your Order N21816185C is Complete

For othe transaction outcome scenarios, refer $ognature Debit Cardonversion
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